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E- Safety Policy Overview 

 
E-Safety encompasses internet technologies and electronic communications such as mobile 
phones and wireless technology.  This policy highlights the need to educate children and 
young people about the benefits and risks of using new technology and provides safeguards 
and awareness for the users to enable them to control their online experiences. 
 
The School’s E-Safety Policy reflects the need to raise awareness of the safety issues 
associated with electronic communications as a whole and will operate in conjunctions with 
other policies including those for Student Behaviour, Bullying, Curriculum, Data Protection, 
Security, Child Protection/Safeguarding and ICT Policies.  It is also part of the School 
Improvement Plan. 
 

 This E-Safety Policy has been written using Government guidance.  It has been agreed 
by the Head teacher and School Governors 

 The E-Safety Policy and its implementation will be reviewed every three years. 
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TEACHING AND LEARNING 
 
Why Internet use is important 
 

 The Internet is an essential element in the 21st century life for education, business 
and social interaction.  The school has a duty to provide students with quality 
internet access as part of their learning experience 

 Internet use is a part of the statutory curriculum and a necessary tool for staff and 
students 

 Pupils use the internet widely outside school and need to learn how to evaluate 
internet information and to take care of their own safety and security 

 
 
Internet use will enhance learning 
 

Pupils will learn how to use a web browser.  Older pupils will be taught to use suitable web 
search engines.  Staff and pupils will use the internet to find and evaluate information to 
enhance and extend their education.  Access to the internet will be a planned part of the 
curriculum that will enrich and extend learning activities and will be integrated into the class 
schemes of work. 
 
As in other areas of work, we recognise that pupils learn most effectively when they are 
given clear objectives for internet use. 
 
Different ways of accessing information from the internet will be used depending upon the 
nature of the material being accessed and the age of the pupils. 
 

 Access to the internet may be by teacher or teaching assistant demonstration 

 Pupils may be given a suitable web page or a single website to access 

 Pupils may be provided with lists of relevant and suitable websites which they may 
access 

 Older, more experienced, pupils may be allowed to undertake their own internet 
search having agreed a search plan with their teacher.  Pupils will be expected to 
observe the Rules of Responsible Internet Use and will be informed that checks can 
and will be made on files held on the system and the sites they access 

 
Pupils accessing the internet will be supervised by an adult at all times.  They will only be 
allowed to use the internet once they have been taught the Rules of Responsible Use and 
the reason for these rules.  Teachers will endeavour to ensure that these rules remain 
uppermost in the children’s minds as they monitor the children using the internet. 
 
Pupils up to year 4 will be expected to search the internet using a safe search engine, with 
limited search capacity e.g. Swiggle. Pupils in years 5 and above will have access to more 
powerful search engines. 
 
In the Secondary Department there is the requirement of a wider range of computer 
experience and computer use. The school has a duty to provide students with quality 
Internet access as part of their learning experience.  The purpose of Internet use in school is 
to raise educational standards, to promote student achievement and to support the 
professional work of staff. This includes promoting students’ ability not simply to complete 



  

4 
 

preset tasks but also make use of the computer as a creative tool, and prepare themselves 
for life in a technological age. 
 
Students will therefore have the right to: 
 

 Have equal access to email in a safe & secure environment 

 Have equal access to a variety of approved websites through the Intranet 

 Be taught all necessary skills in order to use Internet & email as an ICT tool regardless 
of race, gender or physical difficulties, to a level appropriate to their age and ability 

 Use Internet & email to support, enhance & develop all aspects of their curriculum 

 In the case of secondary students, these rights of access will be activated by a 
combination of lessons in both Elmfield and Fairfield schools. 

 
Use of school computers by students should normally be in support of the aims and 
objectives of the National Curriculum, including:  
 

 The use of email and computer conferencing for communication: between colleagues, 
between pupils(s) and teacher(s), between pupil(s) pupil(s), between schools and 
industry 

 Use of the Internet to investigate and research school subjects, cross-curricular themes 
or topics related to social and personal development 

 Use of the Internet to investigate careers and Further and Higher education 

 The development of pupils’ competence in ICT skills and their general research skills 
 
However legitimate use may include wider valid educational objectives such as promoting 
students’ communication and language, enhancing/widening their understanding, 
promoting good behaviour as part of a reward system etc. 
 
 
Students will be taught how to evaluate Internet content 
 

We believe that, in order to use information from the internet effectively, it is important for 
pupils to develop an understanding of the nature of the internet and the information 
available on it.  In particular, they should know that, unlike the school library for example, 
most of the information on the internet is intended for an adult audience, much of the 
information on the internet is not properly audited / edited and most of it is copyright. 
Pupils will be taught to be critically aware of the materials they read and shown how to 
validate information before accepting its accuracy. 
 

 Pupils will be taught to expect a wider range of content, both in level and in audience, 
than is found in the school library or on TV 

 Teachers will ensure that pupils are aware of the need to validate information whenever 
possible before accepting it as true, and understand that this is even more important 
when considering information from the internet (as a non-moderated medium) 

 They will be introduced to the name and concept of ‘fake news’ and gain experience of 
analysing it 

 When copying materials from the Web, pupils will be taught to observe copyright 
 Pupils will be made aware that the writer of an email or the author of a webpage may 

not be the person claimed 
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MANAGING INTERNET ACCESS 
 
Information System Security 
 

 Elmfield School for Deaf Children’s ICT systems capacity and security will be 
reviewed regularly 

 All staff have an individual responsibility to protect the security and confidentiality of 
the school network  

 Virus protection will be installed and update regularly 
 Security strategies will be discussed with the Local Authority and/or our IT support 

engineers 
 
Email 
 

Pupils will learn how to use an email application and be taught email conventions.  Staff and 
pupils will begin to use email to communicate with others, to request information and to 
share information. 
 
It is important that communications with persons and organisations are properly managed 
to ensure appropriate educational use and that the good name of the school is maintained.  
Therefore:- 
 

 Pupils will only be allowed to use email once they have been taught the Rules of 
Responsible Internet Use and the reasons for these rules 

 Teachers will endeavour to ensure that these rules remain uppermost in the 
children’s minds as they monitor children using email 

 Pupils may send email as part of planned lessons  
 At an appropriate time students will be given an email accounts to use for both 

Elmfield and Fairfield. 
 Incoming email to pupils will not be regarded as private 
 Students will have the email messages they compose checked by a member of staff 

before sending them 
 The forwarding of chain-letters will not be permitted 
 Pupils will not be permitted to use email at school to arrange to meet someone 

outside school hours 
 
Whilst it may generally be regarded as good practice for staff working with younger 
students to guide them towards specific sites, it must be understood that for older students, 
particularly those undertaking public examination work, proving their ability to research for 
themselves is essential, and is a skill which they must be allowed to develop as they 
approach that stage. 
 
Furthermore given the extent of blocking sites on the school system there sometimes occur 
situations where students require access to sites which are open to staff but blocked to 
students. In this situation staff may allow students to access such sites via their log-in 
provided a) staff check first that there is no obvious inappropriate material on the site and 
b) the student is kept under supervision by a member of staff. 
 
Also it is occasionally necessary for students working for public examinations to 
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demonstrate technical competences on a computer, which are disabled on the school 
network. In this situation staff may allow students to use laptops not on the school network, 
provided that internet access is disabled. 
 
In all other circumstances students may work only on the school network and with their 
own log-in. 
 
Within school premises many of the above regulations apply mutatis mutandis to other 
digital communication systems e.g. mobile phones. 
 
Cyber-Bullying 
 
The following is taken from the Preventing and Tackling Bullying (July, 2017) government 
guidelines. 
 
The rapid development of, and widespread access to, technology has provided a new 
medium for ‘virtual’ bullying, which can occur in or outside school. Cyber-bullying is a 
different form of bullying and can happen at all times of the day, with a potentially bigger 
audience, and more accessories as people forward content at a click.  
 
The Education Act 2011 amended the power in the Education Act 1996 to provide that when 
an electronic device, such as a mobile phone, has been seized by a member of staff who has 
been formally authorised by the headteacher, that staff member can examine data or files, 
and delete these, where there is good reason to do so. This power applies to all schools and 
there is no need to have parental consent to search through a young person’s mobile 
phone. 
 
School staff members have the power to discipline pupils for misbehaving outside the 
school premises. Sections 90 and 91 of the Education and Inspections Act 2006 say that a 
school’s disciplinary powers can be used to address pupils’ conduct when they are not on 
school premises and are not under the lawful control or charge of a member of school staff, 
but only if it would be reasonable for the school to regulate pupils’ behaviour in those 
circumstances. 
 
Although bullying in itself is not a specific criminal offence in the UK, it is important to bear 
in mind that some types of harassing or threatening behaviour – or communications – could 
be a criminal offence, for example under the Protection from Harassment Act 1997, the 
Malicious Communications Act 1988, the Communications Act 2003, and the Public Order 
Act 1986. 
 
When there is ‘reasonable cause to suspect that a child is suffering, or is likely to suffer, 
significant harm’ a bullying incident should be addressed as a child protection concern 
under the Children Act 1989. Where this is the case, the school staff should discuss with the 
school’s designated safeguarding lead and report their concerns to their local authority 
children’s social care organisation and work with them to take appropriate action. 
 
Please also see our Anti-Bullying Policy. 
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Internet Access and Home-School Links 
 

Parents will be informed in our school prospectus that pupils are provided with supervised 
internet access as part of their lessons.  We will keep parents in touch with future ICT 
developments by letter and newsletter. 
 
Internet use in pupils’ homes is now common place and some parents may be grateful for 
any advice/guidance that the school can offer – especially with regard to safe access for 
children.  The head teacher / members of teaching staff with appropriate experience is 
willing to offer advice and suggest alternative sources of advice on the understanding that 
neither they, the school nor the LEA can be held responsible for the consequences of such 
advice. Further: 
 

 School guidelines on issues such as safe internet use will be made available to 
parents together with printed information and internet sites providing information 
for parents about safe access for children 

 
 
Published Content and the School Web Site 
 

 The content details on the web site will be the school address, email and telephone 
number.  Students’ personal information will not be published.  Staff personal 
information will only be published with their full permission 

 The head teacher or nominee will take overall editorial responsibility and ensure that 
content is accurate and appropriate 

 
 
Publishing Student Images and Work 
 

 Students’ full names will not be used anywhere on the website, in association with 
photographs, if parents have not given their permission via written annual consent  

 Written permission from parents or carers will be obtained before photographs of 
students are published on the web site or any of the school’s social media sites 

 Work can only be published with the permission of the student and parents 
 
 
Social Networking and Personal Publishing 
 

 Elmfield School for Deaf Children will block access to social networking sites for 
children 
 

Minimum Age Guidelines 
 
Many social networking and interactive services available to users in the US, the UK, 
Australia and other jurisdictions share some common characteristics. In particular, many 
service providers have set 13 years as the minimum age at which a young person can 
register as a user of the service. Some services also use a range of technical tools to try and 
prevent users under the age of 13 years from registering and accessing their service. 
It is important to note that in the UK, there is no legal reason why 13 years should be the 
minimum age. The reason why many service providers operating in the UK and other 
jurisdictions choose this as their minimum age lies in the fact that many are US-based 
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companies and must comply with several US laws which designate the age of 13 as that 
which distinguishes children from teenagers and young adults. These laws include the 
Children’s Online Privacy Protection Act (COPPA) 1982 for companies that offer services in 
the US and overseas and knowingly collect personal information from children. COPPA aims 
to protect children’s personal information, by placing a number of requirements on US 
commercial providers, including only allowing users over 13 years of age to register for a 
service without parental consent. 
 
Service providers may also be required to comply with additional local legal requirements 
pertaining to children’s privacy, which may affect how the service is operated in any given 
jurisdiction. In the absence of specific local legal requirements, however, service providers 
will generally adopt the original US product design in all markets and provide all users with 
the same protections. 
 
At both Elmfield Primary and Secondary Departments, in line with the Good Practice 
guidance for the providers of social networking, issued by UKCCIS (UK Council for Child 
Internet Safety) we support the industry wide decision not to allow users under 13 to use 
social media. If staff become aware that a pupil under the age of 13 is using social media 
then in the first instance the designated safeguarding lead is informed and the parents are 
notified. If the use is persistent then this is handed to the designated safeguarding lead to 
be dealt with as a safeguarding issue on a case to case basis. We will work with families in 
order to support them to support their children. 
 
Managing Filtering 
 

 The school will work in partnership with the LA and the Internet Service Provider to 
ensure systems to protect students are reviewed and improved 

 If staff or students discover an unsuitable site, it must be reported to Mary York who 
will report it to Bristol City Council 

 
Managing Emerging Technologies 
 

 Emerging technologies will be examined for educational benefit and a risk 
assessment will be carried out before use in school is allowed 

 Pupil mobile phones are not allowed in our primary school without permission, and 
then they must be left in the school office until the end of the school day. Mobile 
phones and other technologies are brought into our secondary school at the pupils 
own risk. The sending of abusive or inappropriate text messages, and the use of the 
camera facility, is forbidden 

 Staff are forbidden to use their own mobile technologies to record images of the 
children 

 
 
POLICY DECISIONS 
 
  Authorising Internet Access 
 

 Parents are requested to read and sign a Network Use Agreement before their child 
is permitted to use any ICT resource 
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 The school will maintain a current record of all staff and students who are granted 
access to school ICT systems 

 
Assessing Risks 
 

 The school will take all reasonable precautions to prevent access to inappropriate 
material.  However, due to the international scale and linked Internet content, it is 
not possible to guarantee that unsuitable material will never appear on a school 
computer.  The school will not accept liability for the material accessed, or any 
consequences of Internet access 

 The school will audit ICT use to establish if the E-Safety policy is adequate and that 
the implementation of the E-Safety policy is appropriate 

 
Handling E-safety Complaints 
 

 Complaints of Internet misuse will be dealt with by the head teacher 
 Any complaint about staff misuse must be referred to the head teacher 
 Complaints of a child protection issue must be dealt with in accordance with child 

protection procedures 
 Students and parents will be informed of the complaints procedure 

 
 
COMMUNICATIONS POLICY 
 
Introducing the E-Safety Policy to Students 
 

 E-safety rules are posted in all networked room (SMART) 
 Students are informed that network and Internet use is monitored 
 There will be an annual E-Safety day 

 
Staff and the E-Safety Policy 
 

 All staff are given the School E-Safety Policy and its importance will be explained 
 Staff should be aware that Internet traffic can be monitored and traced to the 

individual user.  Discretion and professional conduct is essential 
 Staff that monitor ICT use have clear procedures for reporting issues 

 
Enlisting Parents’ Support 
 

 Parents’ attention will be drawn to the School E-Safety Policy in Newsletters, the 
Prospectus and on the website 
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Inclusion (standard statement for all policies) 
 

Elmfield School for Deaf Children aims to be responsive to all aspects of diversity and to 
increase the learning and participation of all pupils within the school and its locality.  We are 
developing inclusive values/ Core Learning Skills which are shared between all staff, pupils, 
governors, parents/ carers and the wider community, in a secure, accepting, collaborative 
and stimulating environment.  Everyone is valued and diversity is seen as a rich resource to 
enhance and support the learning of all. 
 
All children experience education and socialisation within both specialist and mainstream 
settings throughout their schooling. 
 
All children, including those who have been identified as Gifted and Talented will be given 
opportunities within lessons and through extra-curricular activities to use and develop their 
gifts and talents. 
 
 
Equal Opportunities (standard statement for all policies) 
 

All members of the school community should be aware that every individual has a right to 
be considered of equal value and be given equal opportunities regardless of: 
  

 Ethnicity 

 Gender (including transgender) 

 Social background 

 Disability status 

 HIV/ AIDS 

 Religion and belief 

 Age 

 Marital status 

 Nationality/ citizenship 

 Sexual orientation 
 

In the context of the school we feel the most appropriate definition is that: Equal 
Opportunity is the right of everyone to equal chances. Each individual is respected for who 
they are, free from discrimination. 
 
 
Health and Safety (standard statement for all policies) 
 

Elmfield School for Deaf Children follows LA advice.  This is outlined in the school’s Health 
and Safety document.  School staff are responsible for checking that there are no obvious 
breaches in Health and Safety. 
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APPENDICES (useful generic documentation) 
 

 Appendix 1 -  Rules for Responsible Internet Use (Key Stage 1 & 2 and Key Stage 3 & 
4) 

 Appendix 2 -  E-Safety for Pupils with Special Educational Needs 
 Appendix 3 -  Student and Parental Consent 
 Appendix 4 -  School E-Safety Checklist 
 Appendix 5 -  Staff E-Safety Code of Conduct and Information Systems Code of 

Conduct 
 Appendix 6 – E-Safety Report Record 
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Appendix 1 
 
 
 

Elmfield School for Deaf Children 
 

RULES FOR RESPONSIBLE INTERNET USE 
 

(Key Stage 1 & 2) 
 

The school has computers with internet access to help our learning.  These rules will help 
keep us safe and help us be fair to others. 
 
Using the computers: 
 

 I will only access the computer system with the login I have been given. 
 I will not access other people’s work. 
 I will not bring CDs, DVDs, memory sticks or external drives from outside school and 

try to use them on the school computers. 
 
Using the Internet: 
 

 I will ask permission from a teacher before using the internet. 
 If I see something online that makes me feel uncomfortable, unsafe or worried: I will 

leave the website, turn off the computer if I want to and tell a trusted adult 
immediately. 

 I understand that sometimes my teacher might look at my saved work and look to 
see what websites I’ve been using. 

 I will not complete and send forms without permission from my teacher. 
 I won’t post any personal information online – like my address, email address or 

mobile number. 
 I understand that email messages that I receive or send may be read by others. 
 The messages I send will be polite and responsible. 
 I will only email people I know, or my teacher has approved. 
 I will only send an email when it has been checked by a teacher. 
 I won’t become friends with people I do not know. 
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Elmfield School for Deaf Children 

 

Responsible Internet Use 

 

(Key Stage 3 & 4) 
 

We use the school computers and Internet connection for learning. These rules will help us to be 
fair to others and keep everyone safe. 
 

 I will use only my own login and password, which I will keep secret.  

 I will not try to access or delete other people's files.  

 I will not download from USB sticks in school without permission of the teacher. 

 I will only email people I know, or my teacher has approved. 

 The messages I send will be polite and sensible. 

 I will not use any material from the Internet by pretending it is my own work. I will not 
use any material from the Internet by pretending it is my own work. I will not use any 
material from the Internet by pretending it is my own work. 

 I will ask for permission before opening an email or an email attachment sent by 
someone I do not know. 

 I will not use social media sites during lesson time. 

 If I see anything I am unhappy with or I receive messages I do not like, I will tell a 
teacher immediately.  

 I know that the school may check my computer files and the Internet sites I visit. 

 I will not use copyright protected material for any purpose except my personal 
educational use;  

 I will not use any material from the Internet by pretending it is my own work. 

 I understand that if I break these rules, I could be stopped from using the Internet or 
computers. 

 
 
 
 
 
 
 

 



  

14 
 

Appendix 2 
 

 
E-SAFETY FOR PUPILS WITH SPECIAL EDUCATIONAL NEEDS 

 

 A fundamental part of teaching e-safety is to check pupil’s understanding and 
knowledge of general personal safety issues.  Some pupils may need additional teaching 
that includes reminders and explicit prompts to link their existing knowledge of ‘how to 
keep safe’ to the rules that will apply specifically to, for instance, internet use. 

 Rules are very helpful to all pupils and it is important to achieve consistency of how rules 
can be applied 
o This is a difficult area for some pupils who usually learn the rules within certain 

contexts, but who will find it difficult to transfer these rules across environments, 
lessons or teachers.  Schools need to consider whether a scheme or resources are 
applicable or accessible to all school situations where internet access may be 
possible 

o As consistency is so important for these pupils, there is a need to establish e-safety 
rules for school that are similar to those for home.  Working with parents and 
sharing information with them would be relevant to all children, but this group 
especially 

o There will always be exceptions to rules and if this is the case, then these pupils will 
need to have additional explanations about why the rules might change in different 
situations i.e. why it is acceptable to give your name and address to an adult if lost in 
town, but not when using the internet 

o It might be helpful to consider presenting the rules as being linked to consequences 
such that you are teaching cause-effect rather than a list of procedures.  This needs 
to be achieved carefully so as to use realistic and practical examples of what might 
happen if… .without frightening pupils 

 
How rules are presented could be vital to help these pupils understand and apply some of 

the rules they need to learn 
 

 Visual support is usually important to help most pupils’ understanding but some areas of 
this topic are quite abstract in nature and difficult to represent visually i.e.  

- Uncomfortable 
- Smart 
- Stranger 
- Friend 

It might be helpful to ask pupils to produce a drawing or write a mini-class dictionary 
that describes and defines these words in their own terms 

 Visual support can be useful but it is more likely that the pupils will respond to multi-
media presentations of the rules such as interactive power-point slides, screensavers, 
spoken recordings of the main rules or sounds that they can associate with decisions 
they make while using the internet.  The really useful thing is the repetition and practice 
that pupils can have with these which may not be so easy if spoken language were used 

 If visual prompts are used to help remember the rules, the picture or image support 
needs to give the pupils some improved understanding about what the rule is about.  It 
is quite easy to find attractive pictures that link to other abstract ideas not related to the 
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internet use i.e. use of a compass to show ‘lose track’ of a search when a head looking 
confused is more like what happens. 

 
This group of pupils are vulnerable to poor social understanding that may leave them open 
to risks when using the internet individually, but also when with peers 
 

 It can be common for peers to set up scenarios or ‘accidents’ regarding what they look 
for on the internet and then say it was someone else who had done so.  Adults need to 
plan group interactions carefully when raising awareness of internet safety 

 Some pupils in this group may choose recreational internet activities that are perhaps 
simpler or aimed at pupils younger than themselves.  By their very nature, these 
activities tend to be more controlled and less open to naïve mistakes.  Staff need to plan 
how to manage pupils who may want to do the same as other peers but who may need 
small step teaching due to limited experiences with internet use 

 
For various reasons, pupils with special educational needs may find it difficult to explain or 
describe events when using the internet 

 Some pupils may find it easier to show adults what they have done i.e. replay, which will 
obviously have it’s own issues for staff regarding repeating access 

 Some pupils are very quick to click with the mouse and may not actually know what they 
did or how something happened.  Gentle investigation will be more productive than 
asking many questions 

 
Some may not be able to ask for help.  Staff will need to know specific pupils well so that 
this can be addressed 

 Pupils may need a system or help sounds to set up computers which will help them get 
adult attention.  If pupils do not recognise that they need help, then adult supervision is 
the safe way to improve their recognition of this 
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Appendix 3 
 

Elmfield School for Deaf Children 
 

E-Safety Rules 
 

All pupils use computer facilities including Internet access as an essential part of learning, 
as required by the National Curriculum.  Both pupil and their parents/carers are asked to 
sign to show that the e-Safety Rules have been understood and agreed 
 
 

Elmfield School for the Deaf 

Responsible Internet Use 

Please complete, sign and return to the school secretary 

Pupil:  Form:  

Pupil’s Agreement 

I have read and understand the school Rules for Responsible Internet Use. I will use the 
computer system and Internet in a responsible way and obey these rules at all times. 
 

Signed:  Date:  

 

Parent’s Consent for Internet Access 

I have read and understood the school rules for responsible Internet use and give 
permission for my son/daughter to access the Internet.  I understand that the school will 
take all reasonable precautions to ensure pupils cannot access inappropriate materials.  I 
understand that the school cannot be held responsible for the nature or content of 
materials accessed through the Internet.  I agree that the school is not liable for any 
damages arising from use of the Internet facilities. 
 

Signed:  Date:  

Please print name:  

 

Parent’s Consent for Web Publication of Work and Photographs 

I agree that, if selected, my son/daughter’s work may be published on the school Web 
site.  I also agree that photographs that include my son/daughter may be published 
subject to the school rules that photographs will not clearly identify individuals and that 
full names will not be used. 
 

Signed:  Date:  
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Appendix 4 
 

ELMFIELD SCHOOL FOR DEAF CHILDREN E-SAFETY CHECKLIST 
 

Acceptable Use Policy 
 

 Does the school have an Acceptable Use Policy (AUP) for the use of its network?  Is it 
regularly updated to take account of emerging technologies and events? 

 Do all interested parties support the AUP: governors, senior management team, 
teaching staff, non-teaching staff, students and parents/carers 

 Does the school send information to parents/carers regarding ICT use in schools? 

 Have all pupils parents/carers, including mid term entrants, given their consent for their 
children to use the Internet in school?  What action will the school take if consent is 
upheld? 

 Do the school Anti-bullying and Behaviour Management policies make reference to 
electronic media and communication both inside and outside school? 

 Does the school Staff Handbook / Staff Code of Conduct refer to electronic media and 
communication both inside and outside school? 

 Does the school provide appropriate opportunities within a range of curriculum areas to 
teach Internet safety? 

 Are there procedures in place to deal with ‘disclosure’ by a child of a personal nature as 
a result of Internet safety education?  Has the school nominated a member of staff to be 
responsible for such issues? 

 Have students and staff been made aware of their individual responsibility to protect the 
security and confidentiality of the schools network?  This may include ensuring that 
usernames and passwords are not shared and workstations are not left unattended 
whilst logged on 

 Does the school take reasonable steps to monitor pupils’ and staff use of the Internet, 
email and/or chat rooms on a regular basis to ensure that inappropriate use is not being 
made? 

 Have pupils and parents been advised that pupils’ use of the Internet and email systems 
may be monitored and what procedures and sanctions are in place should misuse occur? 

 Does the school adopt safe practices regarding the publication of the images and names 
of pupils and staff on its website? 

 Is the AUP supported by clearly defined procedures and sanctions should misuse occur? 

 Has the school nominated a member of staff who is responsible for Internet safety? 
 
Internet Filtering 
 

 Does the school have Internet Filtering in place? 

 If the school has adopted local control for some of its Internet filtering has the school 
nominated a “Filtering Administrator” that is responsible for appropriate filtering of the 
Internet in school? 

 Has the school nominated a member of staff to be responsible for clearing local Internet 
cache servers (if present) of any inappropriate material that is reported and 
subsequently blocked by the filters 

 Are pupils and staff aware of procedures for reporting accidental access to inappropriate 
materials on the Internet? 

 Are there a range of sanctions or breaches of AUP?  Are students aware of sanctions? 
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Network Security 
 

 Does the school ensure that members of staff undertake to secure portable ICT 
equipment such as laptops and cameras when not in use?  Are sanctions in place where 
staff fail to do so resulting in loss of equipment? 

 Has the school deployed an appropriate level of security on its networks to ensure their 
reliability and prevent unauthorised access to systems and data? 

 Has the school deployed sufficient security on any wireless networking to ensure that 
there is no unauthorised access to the school network? 

 Is Antivirus protection provided on all machines?  Is it regularly updated? 

 Does the school ensure that its windows operating systems are regularly updated? 

 Does the school possess sufficient software licences for the software installed on its 
network? 
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Appendix 5 
 

Staff E-Safety Code of Conduct 
 
All staff using computers in school, or school computers outside of school, must adhere to 
the following: 
 
 Users shall not:  
 

 Visit Internet sites, make, post, download, upload or pass on, material, remarks, 
proposals or comments that contain or relate to: 
o child pornography 
o other material that potentially breaches the Obscene Pub. Act  
o promoting discrimination of any kind  
o promoting racial or religious hatred  
o promoting illegal acts  
o any other information which may reasonably be thought to be offensive to 

colleagues  
 
In certain planned curricular activities, access to sites otherwise deemed inappropriate may 
be beneficial for educational use (for example investigating racial issues). Any such access 
should be preplanned, approved by the Head teacher and recorded so that it can be 
justified if required.  
 
If inappropriate material of the above nature is accessed accidentally, users should 
immediately report this via the Head Teacher to Bristol LEA so that this can be taken into 
account in monitoring. It should also be reported immediately to Edit. 

 

 Use facilities for running a private business  
 

 Visit any site or enter into any personal transaction that might incur liability on the part 
of Bristol LEA or adversely impact on the image of Bristol LEA 

 

 Upload, download, or otherwise transmit (make, produce or distribute) commercial 
software or any copyrighted materials belonging to third parties without permission 

 

 Reveal or publicise confidential or proprietary information, which includes but is not 
limited to: financial information, personal information, databases and the information 
contained therein, computer/network access codes, and business relationships  

 

 Intentionally interfere with the normal operation of the Internet connection, including 
the propagation of computer viruses and sustained high volume network traffic (sending 
or receiving of large files or sending and receiving of large numbers of small files or any 
activity that causes network congestion) that substantially hinders others in their use of 
the Internet  

 

 Use the Internet for soliciting or representing personal opinions in any way that could 
reasonably be considered inappropriate  
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Staff who believe that any of the above prohibitions have been breached should report it at 
once to the Head Teacher, or if the Head teacher is the culprit, directly to Bristol LEA. 
 
All staff should be familiar with the Student E-safety policy. Serious breaches of this, 
(including all instances of bullying/harassment and accessing of inappropriate material & 
repeated instances of lesser breaches), should be recorded on an E-safety Incident Report 
Form. Edit must be informed of all instances of accessing inappropriate material, to allow 
them to close such access. In cases where students spontaneously report accidental access 
of inappropriate material Edit should be informed and an E-safety Incident Report Form 
completed, accompanied by praise of the student for their action.  
Staff should deal with minor breaches as part of their classroom discipline. This may include 
short periods (over a week requires the approval of the Head Teacher) of their being banned 
from email and/or internet and/or computer access), but please bear in mind that this may 
impact upon other people’s teaching. 
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STAFF INFORMATION SYSTEMS CODE OF CONDUCT 
 
 

To ensure that staff are fully aware of their professional responsibilities when using 
information systems, they are asked to sign this code of conduct.  Staff should consult the 
school’s e-safety policy for further information and clarification. 

 

 The information systems are school property and I understand that it is a criminal 
offence to use a computer for a purpose not permitted by its owner 

 I will ensure that my information systems use will always be compatible with my 
professional role 

 I understand that school information systems may not be used for private purposes, 
without specific permission from the head teacher 

 I understand that the school may monitor my information systems and Internet use to 
ensure policy compliance 

 I will respect system security and I will not disclose any password or security information 
to anyone other than an appropriate system manager 

 I will not install any software or hardware without permission 

 I will ensure that personal data is kept secure and is used appropriately, whether in 
school, taken off the school premises or accessed remotely 

 I will respect copyright and intellectual property rights 

 I will report any incidents of concern regarding children’s safety to the school e-Safety 
Coordinator or Designated Child Protection Coordinator 

 I will ensure that any electronic communications with pupils are compatible with my 
professional role. 

 I will promote e-safety with students in my care and will help them to develop a 
responsible attitude to system use and to the content they access or create 

 
The school may exercise its right to monitor the use of the school’s information systems, 
including Internet access, the interception of email and the deletion of inappropriate 
materials where it believes unauthorised use of the school’s information systems may be 
taking place, or the system may be being used for criminal purposes or for storing 
unauthorised or unlawful text, imagery or sound. 
 

 
I have read, understood and agree with the Information Systems Code of Conduct 
 
Elmfield School for Deaf Children 
 
 
Signed: …………………………………  Print: …………………….  Date: ……………… 
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Appendix 6 

 

E-safety Report Record Date: 

Report logged by: Student(s) involved: 
 
 

Description of incident: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

How was the information obtained? 
 
 
 
 
 

Who else has been informed? 
 
 

Follow up: 
 
 
 
 
 

  
 


